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Overview

➤ What is the lawyer’s role?

➤ What legislation applies and what remedies does it provide for?

➤ Working together – anticipating problems

➤ What does the future hold?



What is a lawyer’s role?

➤ Often reactive – advising after the event

➤ Advising on the legal implications of what has happened

➤ Has an offence been committed? Has any other law been infringed?

➤ What remedies are available?

➤ When we can – we are proactive

➤ Making clients aware of the issues and how they can help

➤ Raising the profile of the problem

➤ Lobbying for changes in the law



Case Study

Person A – consulting with me about cyber-bullying. She had been the victim of a campaign of harassment 

by text message and social media. This included potentially defamatory allegations that she was a 

paedophile. She was 20 years old and suffered from learning difficulties.

During the course of our consultation, it emerged that she had formed a relationship with a 15 year old 

boy. They were just friends, but she had sent messages to him which were open to misinterpretation. He 

also was asking to spend time with her, unaccompanied, at her home while her parents were out.

➤ Arranged follow up meeting with responsible adults in 

attendance

➤ Explained the risks – sensitivity to learning difficulty

➤ Advised on the possible criminal offences committed

➤ Advised on other consequences for the civil claim we 

were to be instructed on

➤ Gave general (non-legal) safeguarding advice 

➤ Made recommendations about next steps



The relevant legislation

➤ Sexual Offences Act 2013 c.42

➤ Variety of potentially applicable offences, but specifically s.15 (meeting a child following 

sexual grooming etc)

➤ Serious Crime Act 2015, s.67 and s. 15A (sexual communication with a child)

➤ Also… Data Retention and Investigatory Powers Act 2014

➤ Plus… Terrorism Act 2006 (ss. 1-3) / Counter Terrorism and Security Act 2015 

➤ And… Data Protection legislation and the Human Rights Act 1998



Case study – R v Hogan

� At 7am on 24 September 2014, Hogan met a boy, C, in an online chatroom.

� After school on the same day contact was resumed.

� Hogan asked C to send him a picture of his genitals. C complied.

� He then established that C was only 13 years old.

� Thereafter further graphic content and images were exchanged. Explicit and 

demeaning threats were made to C, who was referred to as a “new slave”.

� Hogan instructed C to meet him that evening at a bus station.

� C agreed to meet, and that he would deceive his parents as to his 

whereabouts by saying he was visiting a friend.

� Fortunately, C’s step-father was suspicious and Hogan was arrested.

� He was sentenced to just over 3 years imprisonment (on the basis of an early 

guilty plea)

� Hogan did not seem to appreciate that what he intended was a criminal 

offence, even after sentencing. 



Working together

➤ Moving beyond a reactive involvement to anticipate issues

➤ Website operators and ISPs – terms of use – investment in safeguarding

➤ Education & publication

➤ Lobbying in relation to new offences – revenge porn, “mob” harassment

➤ Anticipating problems is important…



The future

� …risks are increasing all of the time. Meanwhile high profile data privacy 

issues (Ashley Madison, Facebook) are driving young users to seek out 

enhanced privacy alternatives.

� Ephemeral messaging such as Snapchat or messenger services do not retain 

instances of messages after they elapse.

� Encryption is becoming increasingly sophisticated and encryption software is 

more readily available.

� Media reporting has led to increasing popularisation of onion router 

technology (i.e. TOR) as a method of preserving privacy.

� All of this will make it harder and harder to provide the evidence necessary to 

secure conviction or any other legal remedy – and legislation can’t keep pace.



The future

But it’s not all bad (as we have already heard):

➤ Campaigns are improving awareness among parents, teachers & children

➤ Legislature is starting to recognise the importance of planning ahead and 

allowing for technological developments

➤ Recently announced enhancements to the government’s counter-extremism 

policy put the internet at the centre of their attempts to hamper or impede 

extremist grooming

➤ Businesses also seem motivated to try to safeguard young people

➤ Not all of the innovators are on the dark side...
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